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1. Overview

The Wireless Access Point is 11Mbps (802.11b) wireless networking in homes,

businesses, and public wireless hotspots around anywhere.

The Access Point can serve as a DHCP Server, Load Balance function, Watch
Dog, 802.1x technology to protect against Internet intruders. Besides, it can be
configured to filter internal users' access to the Internet. The configuration uses

the web browser-based configuration management system. More features and

benefits are shown as below:

1-1Features and Benefits

Up to 23dBm(200mW) RF Output 9 times coverage of regular
Power (depends on different Access Point

countries)

11Mbps |EEE 802.11b Compliant Fully interoperable with [EEE

802.11b compliant products

|EEE802.1x/RADIUS Client Provide mutual authentication



(EAP-MD5/TLS/TTLS) Support

Power Over Ethernet(POE)

TCP/IP/UDP/PortMAC address

filtering
64 /128-bit WEP data encryption

DHCP client/server/relay

SNMP/TelnetAWeb configuration

(Client and Server Site) and
dynamic encryption keysto

enhance security

Supplying power to awireless
advanced AP over an Ethernet
cable

Firewall functions ensure secure

network connection

Powerful data security

Simplifies network
administration, the software
keeps track of |P addresses
rather than administrators to

manage the task

Helps administrators to
remotely configure or manage
the Router via

SNMP/Telnet/Web browser



1-2 Applications

The wireless LAN products are easy to install and highly efficient. The
following list describes some of the many applications made possible
through the power and flexibility of wireless LAN.

1. Difficultto-wire environments

There are many situations where wires cannot or cannot easily be laid.
Historic buildings, older buildings, open areas and across busy streets
make the installation of LANs either impossible or very expensive.

2. Temporary workgroups

Consider situations in parks, athletic arenas, exhibitions,

disaster-recovery, temporary office and construction sites where one
wants a temporary WLAN established and removed.

3. The ability to access real-time information
Doctors/nurses, point-of-sale employees, and warehouse workers can

access real-time information while dealing with patients, serving
customers and processing information.

4. Frequently changed environments

The show rooms, meeting rooms, retail stores, and manufacturing sites
are where the workplace is frequently rearranged.

5. Small Office and Home Office (SOHO) networks

SOHO users need a cost-effective, easy and quick installation of a
small network.

6. Wireless extensions to Ethernet networks

Network managers in dynamic environments can minimize the

overhead caused by moves, extensions to networks, and other
changes with wireless LANSs.

7. Wired LAN backup

Network managers implement wireless LANSs to provide backup for
mission-critical applications running on wired networks.

8. Training/Educational Facilities



Training sites at corporations and students at universities use wireless
connectivity to ease access to information, information exchanges, and
learning.

1-3 Network Configurations

To better understand how the wireless LAN products work
together to create a wireless network, it might be helpful to
depict a few of the possible wireless LAN products network
configurations. The wireless LAN products can be configured
as:

1. Ad-hoc (peer-to-peer) for departmental or SOHO LANS.
2. Infrastructure for enterprise LANS.

3. IP Sharing for 56K/ISDN TA/Cable/DSL Modem — Connect
Internet and your SOHO network.

Ad-hoc (peer-to-peer) Mode

This is the simplest network configuration that several
computers equipped with the PC cards that form a wireless
network whenever they are within range of one another (Figure
1-2). In ad-hoc mode, each client is linked peer-to-peer and
would only have access to the resources of the other client, this
requires no access point. This is the easiest and least
expensive way for the SOHO to set up a wireless network.



Peer to Peer

- ~‘;5‘->'

Wireless LAN USB Adapter

Figure 1-2 A wireless ad-hoc network

Infrastructure Mode

The infrastructure mode requires the use of an access point
(AP). In this mode, all wireless communication between two
computers has to be via the AP whether the AP is wired to an
Ethernet network or stands alone. If used as a stand-alone, the
AP can extend the range of independent wireless LANs by
acting a repeater, which effectively doubles the distance
between wireless stations

If wired to an Ethernet network, the AP serves as a bridge and
provides the link between the server and the wireless clients.
The wireless clients can move freely throughout the coverage
area of the AP while remaining connected to the server. Since
the AP is connected to the wired network, each client would
have access to server resources as well as to other clients.

In a very large facility such as an enterprise, a warehouse, or on
a college campus, it will probably be necessary to install more
than one access point to cover an entire building or campus. In
this scenario, access points hand the client off from one to



another in a way that is invisible to the client, ensuring unbroken
connectivity. Wireless clients can roam seamlessly between
different coverage areas and remain connected to the network.



2 Hardware Configuration

2.1 Hardware Configuration

1. RJ-45 Ethernet connector
Provides 10/100 Mbps connectivity to a wired Ethernet LAN.
2. Reset Button
By pressing this button for over 3 seconds, the AP will be reset
with factory default configuration.
3. Power Supply connector

It isfor connecting to the power adapter.

2.2 Hardware Installation

1. Configure your notebook or PC with Wireless LAN card.

2. For Wired LAN, connect your PCs’ Ethernet port to any APs
LAN port by an Ethernet cable.

3. For WLAN, locate the AP to a proper position.

4, Plug the power cord into a power outlet.



3 Initial Software Installation and

Configuration

Change the TCP/IP setting of your managing computer.
Select the TCP/IP line that has been associated to your

network card. Click the Properties button.
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Make sure the IP address of your computer and the AP are
in the same subnet. The default IP address of the Access
Point is 192.168.1.1 and the default subnet mask is
255.255.255.0.

Internet Protocol (TCP/IP) Properties : 1 =]

Ganerd 1

‘oucan pet | P saitings: assoned sutomatically if paw necwork supoants
thia capabifty. O iharaize, you nead t ask wour nekaois adminisrton fon
the appropiizka [P aeltings.

£ Obbain an IF address automehcall
% Lza the lalowng P adoress:

IP edress: F 192166, 1 . 2
Cubrrt mask; ' T R |
Defauk gateway F . ; ;

£ [kai UM & semweraddoss awomatioaly
1% Uzg the halowng DHES sarver addieszes:

Ereleired ONS server: F . ; ;
Lkerate DNS zerver ' . . .

Adwzhcad...
ok | Cancel |
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3. For WLAN, open the WLAN client utility. Click
Configuration tab. Type default SSID (default SSID:
wireless) in the Network Name field. Choose “Access Point”
for Network Type, then click OK button.

Note: the default channel is 6.

wireless - WLAN Wieless Sethngs

Profile Name:  |wieless
Network Mame:  |wreless
Metwork Type: F.t-\cmsa Paint ﬂ

Pesrto-Feer Channel |1 31

Defaults
Power Save Mode: At -
Transmit Rate: | Fully Automatic |
OK | Cancel | Apply |
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4 Configuring the Access Point through
Web Browser

The Access Point can be configured through your web
browser with the Web-Based Utility. Open your web browser
and type the default IP address of the AP in the address field
(default IP: 192.168.1.1) and press Enter. Make sure the IP
address of AP and your computer are in the same subnet.

After the connection is established, you will see the User
Login page as shown below. Leave the password field blank
when the first time you open the Web-Based utility. You can

change the password on the “Administrator settings” page.

Username: |admin

Password:

| LOGIN || CANCEL |

The system will be time out after idling about 1 minute. You
have to login again to re-enter the main setting page. You can
change the idle time out period on the “Administrator settings”

page.

On any page, you can click HELP to obtain more

13



descriptions and explanations. To clear any values you've

entered on any page, click CANCEL and re-enter information.

There are three tabs on the upper right-corner of each
page. To go back to the main setting page, press HOME tab. To
log out of the web management, press EXIT tab. To complete
any change you have made, press RESET tab after clicking
APPLY button.

o= R | @R (F5ETa

Sy=tem Sefing

oy g ey ol Hhe he conm sl e donly o Ve s ol The opiors s w Dbe rarea sreeni bhe el

L= =3 < <)
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4.1 System Setting

The system setting contains all basic configuration of the

Access Point. It includes System Time, Administrator Setting,

Firmware Upgrade, Configuration Tools, Status, and Reset.

System Setting

This page includes all the basic configuration tools for the Access Point.

" LAN

- Filtering
* Wireless
* SNMP

15



411 System Time

Connecting to a Simple Network Time Protocol (SNTP)
server allows the AP to synchronize the system clock to the
global internet. The synchronizes clock in the AP is used to
control client filtering. The polling time is the time period that the
AP sends requests for the correct time. Note that the polling
time can not be less than 3600 sec. Click APPLY to complete

your change.

Time
Local date & time Thu Jan 1 00:01:16 1970
Time Zone setting

Set Time Zone | (GMT-06:00) Central Time (US & Canada) B
Daylight Saving

Start from R

End by [nov w][1 v]

SNTP Setting

Status :._.E.na};le v

Polling tirne 6400 |(seg)

SHNTE Server 1's IP
SNTP Server 2's IP
SNTP Server 3's IP
SNTP Server 4's IP

16



41.2 Administrator Setting

Set a password to restrict management access to the
Access Point. If you want to manage the Access Point from a
remote location (outside of the local network), you must also

specify the IP address of the remote PC.

Administrator Settings

Password Settings

Seta password to restrict management access to the Access Point. If you want to manage the Access
Pointfrarm a rernote location (outside of the local network), vou must also specify the 1P address of the
remate PC.

Current Password

Password

Fetype password : {3-12 Characters)

ldle Time Out 5_10 | Min (dle Time =0 : No Time Out)

Remote Management
Enable il
IP address U U D n

@eC

Password Settings:

To change your password, enter your current password in
the “Current Password” box. Enter new password in the
“Password” box. Enter it again in the “Re-type password” box to

confirm it. Click APPLY to complete your change.

17



The *“idle Time Out” is the amount of time of inactivity
before the Access Point will automatically close the

Administrator session. Set this to zero to disable it.

Remote Management:

By default, management access is only available to users
on your local network. However, you can also manage the
Access Point from a remote host. Just check the Enable check

box and enter the IP address of an administrator to this screen.

4.1.3 Firmware Upgrade

The firmware information is displayed on this page. You
can find firmware version and firmware date here. There are two
ways to upgrade the firmware: “Using TFTP” and “Using WEB?”.
Click APPLY to choose the one you want.

Firmware information

Current Firmware Version: Wo1.00.3661
Firmware Date: 20021128

1. Using TFTP @

2. Using WEB



® Using TFTP

On the managed computer, run the TFTP Server utility.
And specify the folder in which the firmware file resides. After
running the TFTP server, enter the TFTP server IP and the
filename on the following page. Click on APPLY to complete

your change.

Firmware Update -TFTF

Firmwara information
Curmment Firrmware Versiort Y 1.004003
Firmeare Date 200214212

TFTF to a TFTP server
TFTR Server P [ | ee |4 .20
Filanams |=p1:||||:=|:|un df

ee




® Using WEB
Type the correct firmware file path and file name on the
File field. You can click Browse to select the file location. Click

on APPLY to complete your change.

Firmware Update - Using WEE

Firmware information
Current Firisang

V1004002
varsion.
Firmsare Date: 200242142
Method
Use browser
File Chapplication dif

eo




414 Configuration Tools

This tool can backup or restore the AP’s configuration. It
can also restore the original factory default settings.
o Restore Factory default configuration:
(1) Check the “Restore Factory Default Configuration”
radio button then click APPLY.

Configuration Tools
Uma b Backup Settings” 10l 1o svee 1he Aceaes Foml's comant configuestion b s file named “confpbin® on your P You can then uss

the “Restom Settings” (ool o resione 1hs sred confguation of the Access Pont Shemolely, you canyes ihe Fesions fo Factony
Diefmibs” bond {0 fonce e Brcese Point b psrform resal and restore (e ongral fscior sstings

Pesiors Faciory Detaul Confiquestion

Bachup Setings { Reston satlings

(2) Click Restore button to force the Access Point to

perform reset and restore the original factory settings.

Restere Factory Datault

To rezions the ety defaull settings of the Accese Foirt, click onthe "Restomn” buibon. You will be asked to coeirm
your decisioeg

[ Restorn |

e
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® Backup Setting/Restore Settings:

(1) Check the “Backup Settings/Restore Settings” radio button
and click APPLY.

Configuration Tools

LUme fhe D kup Settings” 10l to save the Arcess Point's cunend configuraian o a fle named “configbin® on your PL You can then use
the “Restare Settings” {oal to resiore the saved canfiquration af the Arcese Pont. Atamalely, you canuge the *Restore o Faciory
Diefmabs” ool 1o force the Soc e Poni 1o pefom meset and oo the pngral feciory sHings

Pestora Faciory Dafauh Confguration

Bazhup Seitings ¢ Reslore setings

(2) To save the Access Point's current configuration to a file
named "config.bin" on your PC, click Backup Settings
button.

(3) To restore configuration, you can use the "Restore Settings"
tool to restore the saved configuration of the Access Point.

(4) Enter the mth and file name then click Restore Settings
button. You can also click Browse to locate and select the

previously saved backup file.

22




Configuration Tools

Backup Settings

Restors Ssllings

the backup rasiorstion

Please press 1ha *Backup Serings” button 19 nave 1he confiqurmion data ta your PC

Hackup Sattinga |

i hcanfig bin

Errlar thi path ared nama of tha backug Tl han press he "Restane Satings” buitan balow. You wil be prampted 1o conlim

e

415 Status

The Status window displays current information and

settings for your AP. It has four main parts - LAN, Wireless,

System Information, and Others.

LaH

Ik

Subnei Wask

abany

AL Ad ke

OHE:

Cannectad DHEP Clanie
Wirsless

S50

Chanrel

WEP Sacumy
Ettanlkeatian 1ypa
System Information
Systam Up tine

Local e

T e

Camrerd Fivmwane Vernm
Fiwmears [ate

Hirdware Yersian

Serial Muribet

Otharo

Pirwa i leasl

THL B 10

oo e B
onoo

OHIZ BT 0F
onoo

d

ks
B
Dansbied
Hane

os=

Tha dan 1 0135301500

Tha-den 1072530 1900 (GAITH |
100036

e L B ]

m

1234
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For LAN, it displays AP’s IP address, MAC address,
Subnet Mask, and Gateway. It also displays the IP address of
the DNS and the number of clients connected by DHCP server.

For Wireless, it displays SSID, Channel, WEP security
status, and Authentication type.

For System Information, it displays system time, firmware
version, firmware date, hardware version, and serial number.

For Others, it displays the power level of the AP.

You can obtain the most up-to-date information by

pressing the “Refresh’ button.

4.1.6 Reset

In the event that the Access Point stops responding
correctly or in some way stops functioning, you can perform a
reset. Your settings will not be changed. To perform the reset,
click on the Reset button below. You will be asked to confirm
your decision. The reset completes when the power light stops

blinking.

24



Reset Access Point

Inthe evwant that the Access Paint siops rsponding coimectly arin some way =tops fnclioning, yau can
peiorm & sl Your setiegs wil oot be chaged To peform ihe resal, Click an the Fecel” hulion belose
Wou will b askesd bo canfimm jowr detision Tre el wil ba complala when tha power light stops binking.

4.2 LAN Setting

The Access Point must have an IP address for the local
network. You can enable DHCP service for dynamic IP address
allocation to your clients, or configure filtering functions based

on specific clients or protocols.

LAN

The Sccess Poiml must have an 1P sddies= dor the local reteark. You can also enshle O
your cherts, or confos filenng functions based on specific clients or pratoeols

25



42.1 LAN Settings

You can change the basic settings of AP here, including IP
address, Subnet mask, Gateway, IP Pool Address, Lease Time,
and Local Domain Name. Click APPLY to complete your

change.

1P Addraes W es Ak
Subned task W | L o
Gatermay | |

The Gal=way acts as ODHCFP Semer <] Enablz

IF Pool Starling Addmess 192 184, 1.2

IP Pool Ending Addrese 192 1E8. 1 (280

Laase Time Foremer b

Lacal Demain Mame {optional]

L L

(1) IP Address: The IP address of the AP. You should
have a unique IP address to your network. The

default value is 192.168.1.1.

26



(2)  Subnet Mask: The Subnet Mask of your Access Point.

The default value is 255.255.255.0.

(3) Gateway: It indicated the Network’s Gateway. It's

optional.

(4) The Gateway acts as the DHCP Server: By default,
the AP can function as a DHCP server. The AP can
automatically assign an IP address to a client. To
disable this function, clear the “Enable” check box.

(5) IP Pool Starting Address & IP Pool Ending Address:
The first and the last address in the IP address pool.

(6) Lease Time: The period client can have the IP

address assigned by DHCP server.

(7)  Local Domain Name: It's optional.

422 DHCP Client Lists

This page lists clients that are connected to the Access

Point via IP address, host name, and MAC address. You can

click Refresh button to obtain most up-to-date information.

Note: The DHCP server only serves wireless clients. So LAN

users cannot get IP address through DHCP server.

27



DHCP Client List

This DHCP chinit bot allows yoa (0 s0@ whith cligsts dee cOnpECIed 10 1ha Access Port wa IP adtress, host nama, and MAL

IP Rddress Host Name MAC Addiess [ Riehesh |
19 1631 5 D0-03-6F-BE-FI-ER
12 1613 OI6F-01-6E-05
192.165.1.4 D0I26F-01-6E-C6
19216802 DOCMEF01 40454
192,163,47 DOOBEF-12.355

@

4.2.3 DNS Settings

Domain Name Servers are used to map an IP address to
the equivalent domain name. Your ISP should provide the IP
address for one or more domain name servers. The Access
Point can be a DNS relay to send clients’ request to the Domain
Name Server. You can do a DNS lookup to find the IP address
of some specific servers. Click APPLY to complete your

change.

DHS Settings

Darmain Mame Serer 1
(ONE] Adiress =z |les | [0
Secordary ONS Address | | |
{optional) L




4.3 Filtering Setting

The Access Point provides filtering function via MAC

address or IP address for wireless interface.

o
i Filtering
Q
[ MAC Filtering Access Point supports MAC address filtering.
[ |P Filtering
Q
Q

43.1 MAC Filtering

The maximum number of items is 64. Check the select
check box to include or exclude corresponding items. The
clients whose MAC addresses listed in the “MAC address table”
cannot get associations to the AP while the “Filtering type” is
chosen to “ Include”. On the other hand, only those clients’ with
MAC addresses listed in the “Exclude” filtering list can associate
to the AP. The MAC address filtering function can be disabled by
choosing the “Filtering type” to “Disable”. Click APPLY to

complete your change.

29




There are three filtering type: Include, Exclude, and Disable

MAC address filRenng

ftarm MAC address Salact
1. O LT Bl
2 [ O
3 O
+ O
5 O
3 rl

4.3.2 IP Filtering

You can block certain client PCs accessing the internet
based on time. IP Filtering can filter the packets sent from
clients. For example, you can ban WEB browsing by setting the
port to “80”. Remember to select the Check box in the “Enable”.

Click APPLY to complete your change.

30
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4.4 Wireless Setting

‘. S¥stem

et Wireless
*  Piltering

' Wireless You can set the wireless releated setting here.

44.1 General

In this window you can make changes to the default
wireless settings. For communicating, all computers on the
network must be within the same IP Address range, and have
the same settings for the Radio channel and SSID. If you don't
want to utilize WEP Encryption, select “Disable” to disable this

function.
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Select “Disable” to disable WEP

General

=D wralass
Chesnresl L

[USFLC:1-11. EwopeETEL1-11 nps

eoo

(1) SSID: The SSID is a uniqgue name shared among all
points in your wireless network. The SSID must be
identical for all points in the network. It is case
sensitive and must not exceed 32 characters.

(2) Channel: The channel shared by all wireless devices.

The range of channel is 1~14.

Ganeral

3D wArplass

Chesnresi % UEFCE 111 EompesETH: 1-1 5 Jepesnbd EE1-14)
WEF Ercrypion - =

Authsrication Cpen Systam

Esloct ey

= EEY

CIEEY R

I EEYR

I KEY

e
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(3) WEP: Short for Wired Equivalent Privacy, a security
protocol for wireless local area networks (WLANS)
defined in the 802.11b standard. WEP is designed to
provide the same level of security as that of a wired
LAN. Select Disabled to disable this function.

There are two WEP Encryption key length: 64-bit(10
hex digits) and 128 bit(26 hex digits). For Authentication
type, you can choose between Open Systeml, Shared
Key2 , and Auto®. All station on your network must use
the same authentication type. Check your wireless

card’s documentation to see what type to use.

! Open System - An open system allows any client to authenticate as
long as it conforms to any MAC address filter policies that may have
been set. All authentication packets are transmitted without encryption.

Shared Key - when both the sender and the receiver share a secret
key. When "Shared Key" is checked, the AP sends an unencrypted
challenge text string to any device attempting to communicate with the
AP. The device requesting authentication encrypts the challenge text
and sends it back to the access point. If the challenge text is encrypted
correctly, the access point allows the requesting device to authenticate.
% Auto — No matter the authentication packets with encryption or not,
the access point allows the requesting device to authenticate.
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442 802.1X

The 802.1X standard is designed to enhance the security of
wireless local area networks that follow the IEEE 802.11
standard. 802.1X uses an existing protocol, the Extensible
Authentication Protocol (EAP) for message exchange during the

authentication process.

In a wireless LAN with 802.1X, a user requests access to an
access point (known as the authenticator). The access point
forces the user into an unauthorized state that allows the client
to send only an EAP-start message. The AP replies with an
EAP-request identify message to obtain the clients identity. The
clients EAP-response packet containing the clients identity is
forwarded to the authentication server. The authentication
server is configured to authenticate clients with a specific
authentication algorithm. The result is an accept or reject packet
from authentication server to AP. Once authenticated, the AP

opens the client’s port and traffic will be forwarded.
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FHaFeyng Time 100 pecndE

L-Li

(1) Gener al

1. Authentication type: There are three EAP
(Extensible Authentication Protocol) types supported.
You can choose between EAP-TLS*, EAP-MD5°, and
EAP -TTLS®. You can choose NONE to disable the
802.1X.

* TLS- Transport Layer Security (TLS) is a protocol that ensures privacy
between communicating applications and their users on the Internet. When a
server and client communicate, TLS ensures that no third party may eavesdrop
or tamper with any message. TLS is the successor to the Secure Sockets Layer.
5 MD5- provides basic security and is analogous to the challenge handshake
authentication protocol (CHAP). MD5 is intended for use with signal signature
applications, which require that large files must be compressed by a secure
method before being encrypted with a secret key, under a public key
cryptosystem.

® TTLS- provides mutual authentication, supports legacy password protocols
and does not require clients to have certificates. As a result, enterprises can
reduce the costs associated with operating a certificate authority to distribute
and revoke user certificates.
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2. Reauthentication time: The time period that AP

informs clients to re-authenticate.

(2)Radius Server:

1. Primary Radius Server: The IP address and port
number of Primary Radius Server. You need to know the
shared secret between AP and Radius Server. The default
port number is 1812.

2. Backup Radius Server: The IP address, shared
secret, and port number of backup Radius Server. It is

optional.

(3)Dynamic WEP keys:

1. Enable: Check the Enable box to enable using
dynamic WEP keys. This function only valid if
authentication type is EAP-TLS or EAP-TTLS.

2. Re-keying Time: The time period that AP informs

clients to change the WEP key.

Note: After enabling the dynamic WEP key function , the

default WEP key will change to 3 and the authentication

type for WEP will automatically change to Open System.
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443 Enhanced Features

Wireless Enhanced Fealimes

Enhanced Security

Hide SEID narve i Bt oo Wi
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&
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AP Link Completeness
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(1) Enhanced Security:

1. Hide SSID name in Beacon frame: By selecting this
function , AP will not broadcast it's SSID in the beacon
frame.

2. Block Responds to “Unspecified-SSID”: By selecting
this function , AP will not respond wireless client’s
association requests using “ANY” as the AP’s SSID.

3. Wireless Client isolation: By selecting this function ,
the AP will not forward uni-cast, multi-cast and broadcast

packets to clients sent from any client.

(2) Power Control: If you select MAX(Original), then the power
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is the same as the network card’s power.

(3) 802.11 Enhancement: The setting is listed below.

Field Ranges Default value
Fragment 256 - 2346 (bytes) 2346
Threshold
RTS Threshold 0 — 3000 (ms) 2432
Beacon Period Up to 4095 ms 4095

(4) Load Balance: This is the maximum number of users that

can associate to this AP. The new client’s association will

not be accepted when the number of associated clients

reaches this number.

(5) AP Link Completeness:

If this function is enabled, the AP

will disassociated all associated clients and ban all new

association requested when the LAN Ethernet port gets no

signals (e.qg. it is unplugged).
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444 Associated Clients

This page lists all the associated clients. Click Refresh to

obtain the most up-to-date information.

Ansociated Chamnts

tbem MAC addrass | Pt |
eo

1 DO 103

4.5 SNMP

Short for Simple Network Management Protocol, a set of
protocols for managing complex networks. SNMP works by
sending messages, called protocol data units (PDUSs), to
different parts of a network. SNMP-compliant devices, called
agents, store data about themselves in Management
Information Bases (MIBs) and return this data to the SNMP

requesters.
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451 SNMP Community

SNMP Community provides a simple kind of password
protection. Access to the SNMP device is controlled through
community names. The community name can be thought of as
a password. If you don't have the correct community name you
can't retrieve any data (get) or make any changes (sets).
Multiple SNMP managers may be organized in a specified
community. You can change your SNMP community settings on
this screen. Check the “Enable” check box to enable the SNMP
function. Click APPLY to complete your change.

SHMP oty

Ensbls El

| mem | AccessRight | Communty | T

public 1

aale

L P

eoce
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Validity: You can enable or disable the SNMP function of
the corresponding community item.

Access Right: Select a access right for the corresponding
SNMP community (Deny 7/Read8/Write9).

Community: Specify the name of community for the
SNMP manager( Private/Public). By convention, “Public”

community is with a read-only access right.

45.2 SNMP Trap

Traps can be used by network entities to signal abnormal
conditions to management stations. SNMP TRAP message can

be sent to a host. Click APPLY to complete your settings.

SHMP Trap
| #em | Vesion | PAddess Cammanity
1 Wedsion 1 % =] 162 1 2 pabdic
2
3
4 Oisable =
5 Okable =

DG

" Deny community will not allow a remote device to read information
from a device or to modify settings on that device.

8 Read-only community enables aremote deviceto retrieve
"read-only" information from adevice.

® Read-Write community allows a remote device to read information
from a device and to modify settings on that device.
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Version: Select the SNMP Version.
Select “Disable” to disable the snmp trap function of
the corresponding item.
Versionl: SNMP Versionl
Version2: SNMP Version2
IP Address: Specify the IP Address of the SNMP Manager for
SNMP Trap Report.
Community: Specify the type of community ( public/Private) for

SNMP manager.

Following are the traps supported in the access point:

Cold-start trap:

This trap indicates that the specified node's power has just
come on. The cold-start trap is generated every time the access
point is power-cycled. Cold-start traps are not generated until
three seconds after the access point is power-cycled. This
allows time for the hardware providing the low-level IP network
interface to start up and stabilize before attempting to send a

packet.
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Configuring the Access Point through Telnet

5.1 Enterthe Telnet session

3. Click Start button, select Run to open the Run dialog
box as shown below. Enter telnet 192.168.1.1 (default
IP address of AP is 192.168.1.1) in the Open field.
Then click OK button.

Run 7] x|

resource, and Windows wil open it for you.

E Type the name of a program, folder, document, or Internet

Open: Itelﬂel 192 168.1.1 j

Ok ._ Canicel | Bromwaze... I
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4. After entering the telnet session, enter the User Name
and User Password as shown below. (Default User
Name is admin and there is no default User

Password).

of Telnet 192.168.1.1

Uzer Mame : admin

Pl O default password. Just

press “ Enter”

5. After entering the telnet daemon, you can first type

help to see the available commands.

& Telnet 192.168.1.1
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5.2 Command Line Interface list

CLI
time

settime

help
ifShow

ipConfig

ping
routeShow
dhcpsStart
dhcpsStop
exit
wlanShow
reset
wlanSet
status
sysSet
lanShow
lanSet

filterShow
filterSet
snmpShow

snmpSet

Description
Get current system time
Set system time

List all commands
Display network
interface

Configure interface
address and subnet
mask

Ping a host...

Show Route

Start DHCP Server
Stop DHCP Server
Exit this telnet session
Show the WLAN config
Reset the system
Configure the wireless
part

Show the AP status
Change the System
Configuration

Show the LAN setting
Change the LAN
Configuration

Show the Filter setting
Change the Filter setting
Show the SNMP setting
Change the SNMP
setting
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Usage
time
settime <hh:mm:ss>
[yy/mm/dd] [TZ (GMT +/-
hour)]
help

ifShow <ifname>

ipConfig [ifname]
[subnet mask]

[ip]

ping [ip]

routeShow

dhcpsStart

dhcpsStop

exit

wlanshow

reset

Wlanset ACTION [argl],
[agr?]....

status

sysSet ACTION [argl],
[agr2],...

lanShow

lanSet

filterShow
filterSet
snmpShow

snmpSet



5.3 Command Line for Telnet daemon

2. “time” command shows current system time. Just type

“time” at command line prompt.

cmd>time

Time zone: GMT+6

Local time: Thu Jan 1 00:59:10 1970
GMT time: Thu Jan 1 06:59:10 1970

cmd>

3. Use “settime” to change the current system time.
Usage: settime <hh:mm:ss> [yy/mm/dd] [TZ(GMT +/-
hour)]

cmd>settime 15:50:00 2002/12/13
cmd>time

Time zone: GMT+6

Local time: Fri Dec 13 15:50:02 2002
GMT time: Fri Dec 13 21:50:02 2002

cmd>
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“ifShow” command shows all network interface
information, including IP address, subnet mask,
and information of packets.

Usage: ifShow [ifname]

To show all network interface, just type “ifShow” at

command line prompt.

lo - Loopback interface.
adm — LAN interface.

wlan — Wireless LAN interface.

cmd>ifShow

lo (unit number 0):
Type: SOFTWARE_LOOPBACK
Internet address: 127.0.0.1
Netmask 0xff000000 Subnetmask Oxff000000
Metric is O
Maximum Transfer Unit size is 1536
0 packets received; 0 packets sent
0 multicast packets received
0 multicast packets sent
0 input errors; 0 output errors

0 collisions; 0 dropped
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adm (unit number 0):
Type: ETHERNET_CSMACD
Internet address: 192.168.1.1
Broadcast address: 192.168.1.255
Netmask Oxffffff00 Subnetmask Oxffffff00
Ethernet address is 00:01:02:03:04:05
Metric is O
Maximum Transfer Unit size is 1500
1016 packets received; 686 packets sent
189 multicast packets received
21 multicast packets sent
0 input errors; 0 output errors
0 collisions; 0 dropped

wlan (unit number 0):
Type: ETHERNET_CSMACD
Netmask 0x1114 Subnetmask Ox11lc
Ethernet address is 00:02:6f:01:c0:3f
Metric is O
Maximum Transfer Unit size is 1500
0 packets received; 209 packets sent
0 multicast packets received
0 multicast packets sent
0 input errors; 0 output errors
0 collisions; 0 dropped

cmd>
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4. “ipConfig” command is used to configure interface
address and subnet mask.

Usage: ipConfig [ifname] [ip] [subnetMask]

Welcome to Telnet Daemon v1.00

cmd>ipConfig adm0 192.168.1.50 255.255.255.0
cmd> / | \

Interface name  |P address of interface  gypnet Mask

5. “ping” command is used to ping a host.
Usage: ping [IP address]

cmd>ping 192.168.1.20

Start time 14671

Reply from 192.168.1.20

End time 14673

Ping statics for 192.168.1.20:

Packets: Sent = 1, Received = 1, Lost =0
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6. “exit” command exit the telnet session. Type “exit” at

command line prompt.

cmd>exit

Exit this telnet session

1. “wlanShow” command shows the wireless LAN
configuration, including SSID, Channel, WEP Encryption
information, threshold information, and security
information. Just type “wlanShow” at command line

prompt.

cmd>wlanShow

MAC address 00:02:6f:01:c0:3d
SSID: Candice

Channel: 6

WEP: Disable

Authentication algorithm: Open System
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Default Wep key 1d(1-4): 1

WEP key len: 64-bit

Key 1: 00000000000000000000000000

Key 2: 00000000000000000000000000

Key 3: 00000000000000000000000000

Key 4: 00000000000000000000000000

--- Wireless Enhanced Features ---

Power Level: MAX(original)

Fragment Threshold: 2346

RTS Threshold: 2432

Beacon Interval 100 (max: 4095 ms default :100ms)
Max associated stations: 250

Wireless Client Isolation: Disable

Hide SSID: Disable

Block Responds to 'Unspecified-SSID": Disable
AP Link Completeness: Disable

8.“reset” command can reboot the system. Just type "reset” at

command line prompt.

9. “status” shows current information and settings for your AP.
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cmd>status

IP: 192.168.1.98

Subnet Mask: 255.255.255.0
Gateway: 0.20.247.208

LAN MAC Address: 00:01:02:03:04:10
Connected DHCP Clients: 1

--------- Wireless  -----------------
SSID: [(null)]

Channel: 6

Authentication type: None

Wireless MAC Address: 00:02:6f:01:c0:3dWireless MAC

Address:
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System Up time: 01:26:55

Local time: Thu Jan 1 01:26:55 1970
GMT time: Wed Dec 31 17:26:55 1969
Current Firmware Version: [1.00.4455]
Firmware Date: [2003.01.06]
Hardware Version: [1]

Serial Number: [0000011118]

cmd>
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10. “routeShow” shows the network routing table, host

routing table and the ARP table.

cmd>routeShow

Net Routing Table:

Destination Gateway NetMask Flags Used Hops Interface
192.168.3.0 192.168.3.1 2552552550 U C O 0 admO
Host Routing Table:

Destination Gateway NetMask Flags Used Hops Interface
127.0.0.1 127.0.0.1 UH 0 0 lo0

ARP Table:

Destination Gateway NetMask Flags Used Hops Interface
192.168.3.20  00:00:e2:7a:59:3f UH L 33770 admoO
192.168.3.25  00:02:6f:01:c0:3d UH L 31420 admoO
cmd>
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11.“dhcpsStart” command enables the DHCP server function.
The AP can function as a DHCP server and automatically

assign an IP address to a client.

cmd>dhcpsStart

DhcpsStart: successful!

12. “dhcpsStop” command can stop the DHCP server function.

Welcome to Telnet Daemon v1.01
cmd>dhcpsStop

cmd>
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1. “lanShow’ command shows the LAN configuration and
DHCP configuration, including IP address, Subnet Mask,

DHCP status, and IP pool information.

cmd>lanShow

---==== L AN configuration ====---

IP Address: 192.168.1.98

Subnet Mask: 255.255.255.0

Gateway: 0.0.0.0

DHCP Server: Enabled

IP Pool Starting Address: 192.168.1.2
IP Pool Ending Address: 192.168.1.254
Lease Time: One hour

Local Domain Name:

---==== DHCP configuration ====---

Item P MAC Address Host name
1 192.168.1.2 00:02:6f:01:¢c0:3e whnw2k
cmd>
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14.*filterShow” displays the MAC address filtering table, filtering

type, and the information of IP filtering.

Welcome to Telnet Daemon v1.01

cmd>filterShow

Filtering type: Disabled (Any station can access)

ltem MAC Select

1 00:02:6f:01:¢0:3f Selected
2 00:00:00:00:00:00 Unselect
3 00:00:00:00:00:00 Unselect
4 00:00:00:00:00:00 Unselect

---==== |P Filter Configuration ====---

1P Port Type Block Day Time
192.168.3.0- 0 0 0 TCP Always N/A- N/A N/A- N/A
Disable
192.168.3.0- 0 0 0 TCP Always N/A- N/A N/A- N/A

Disable
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192.168.3.0- O 0 0 TCP Always N/A- N/A

Disable

192.168.3.0- O 0 0 TCP Always N/A- N/A

Disable

192.168.3.0- O 0 0 TCP Always N/A- N/A

Disable

cmd>

192.168.3.0- 0 0 0 TCP Always N/A- N/A
Disable
192.168.3.0- 0 0 0 TCP Always N/A- N/A
Disable
192.168.3.0- 0 0 0 TCP Always N/A- N/A

Disable

N/A- N/A

N/A- N/A

N/A- N/A

N/A- N/A

N/A- N/A

N/A- N/A
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15. “snmpShow” shows SNMP configuration. It displays the

information of SNMP Community and SNMP Trap. Type

“snmpShow” at the command line prompt.

cmd>snmpShow

---==== SNMP Community info ====--

Item Access Right Community

1 WRITE public
2 CREATE private
3 DENY

4 DENY

5 DENY

Validity
Enable
Enable
Enable
Enable

Enable
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Item Version IP Community

vergon 1 192.168.1.2 public
disgple
disgple

disaple

aa b~ W N P

disaple

Version of SNMP IP address for
SNMP Trap report
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5.4 Configuring Wireless LAN through

Telnet

The command “wlanSet” can configure the Wireless LAN

part. Type “wlanSet” and the action you want to perform.

You need to know actions for the Wireless LAN setting.
Usage: wlanSet [ACTION] [argl] [arg2] ....

ACTION Description Usage
ssid Change the SSID wlanSet ssid [SSID]
channel Change the wireless wlanSet channel
channel[1-14] [channel number]
frag Change the fragment  |wlanSet frag
Threshold [fragment threshold]
rts Change the RTS wlanSet rts
Threshold [RTSThreshold]
keyid Change the WEP wlanSet keyid
default key id [1-4] [defualt key id]
beacon Change the beacon wlanSet beacon

Period [0-4095ms]

[beacon period]
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ACTION

Description

Usage

maxass Change the max wlanSet maxass
associated stations [number of stations]
[1-300]
wepkey Change the WEP key |wlanSet wepkey
[keyid] [key(hex
format)]
wep wlanSet wep [0|64]|128] [wlanSet wep
[0]64]128]
isolate Change the Wireless wlanSet isloate [0]1]
Client Isolation:
0:disable, 1:enable
hidessid Change the Hide SSID: |wlanSet hidessid
O:disable, 1:enable [O]1]
block Change the Block wlanSet block [0]1]
Responds to
‘Unspecified-SSID":
0:disable, 1:enable
power Change the Outpower |wlanSet power

level: 0:Original, 1:
100mw, 2: 50mw, 3:
20mw

[011]23]
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ACTION Description Usage

aplink Change the AP Link wlanSet aplink [0]1]
Completeness:

O:disable, 1:enable

authalgo Change Authentication |wlanSet authalgo

algorithm: 1:Open [1)2]3]
system, 2: Shared key,
3:Auto
The “ssid” action can change the SSID New SSID

Usage: wlanSet ssid [New SSID]

cmd>wlanSet ssid WirelessLAN
Old SSID: Wireless
New SSID (after reset): WirelessLAN

(Please remember to reset the Access Point if you made any change).

The “channel” action can change the wireless channel.

Usage: wlanSet channel [New channel number]

cmd>wlanSet channel 5
Old Channel: 6
New Channel (after reset): 5

(Please remember to reset the Access Point if you made any change).
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3. The “frag” action can change the frame’s fragment
threshold.
Fragment Threshold: 256~2346 bytes , default is 2346

Usage: wlanSet frag [ New fragment threshold]

cmd>wlanSet frag 2000
Old Fragment Threshold: 2346
New Fragment Threshold (after reset): 2000

(Please remember to reset the Access Point if you made any change).

4. The “rts” action can change the frame’s RTS threshold.
RTS Threshold: 0~3000 ms, default is 2432
Usage: wlanSet rts [Nes RTS threshold]

cmd>wlanSet rts 2500
Old RTS Threshold: 2432
New RTS Threshold (after reset): 2500

(Please remember to reset the Access Point if you made any change).
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The “keyid” action can change the WEP default ID( the
default is from 1 to 4).
Usage: wlanSet keyid [New key default D]

cmd>wlanSet keyid 2
Old WEP default key id: O
New WEP default key id (after reset): 2

(Please remember to reset the Access Point if you made any change).

The “beacon” action can change the beacon period.
Beacon Period: Default is 100 ms. The maximum is 4095.

Usage: wlanSet beacon [New beacon period]

cmd>wlanSet beacon 3000
Old Beacon Period: 100
New Beacon Period (after reset): 3000

(Please remember to reset the Access Point if you made any change).
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The “maxass” action can set the maximun number of users

that can associate the AP.

cmd>wlanSet maxass 20
Old Maximum Assocated Stations: 250
New Maximum Assocated Stations (after reset): 20

(Please remember to reset the Access Point if you made any change).

The “wepkey” action can change the WEP key.
Usage: wlanSet wepkey [keyid] [key(hex format)]

cmd>wlanSet wepkey 1 1122334455
CmdWIlanSetKey() key 1122334455
Old Key 1: 0011223344

New Key 1: 1122334455

(Please remember to reset the Access Point if you made any change).
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9. The action “wep” is for changing the WEP key length
(O:disable/64 bit/128 bit).
Usage: wlanSet wep [New key length]

Example:

cmd>wlanSet wep 128
Old WEP Encryption: 64-bit
New WEP Encryption (after reset): 128-bit

(Please remember to reset the Access Point if you made any change).

To disable the WEP key, type following command:

cmd>wlanSet wep 0
Old WEP Encryption: 64-bit
New WEP Encryption (after reset): Disabled

(Please remember to reset the Access Point if you made any change).
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10.

The “isolate” action can enable/disable the wireless client
isolation function.

0: Disable

1: Enable

Usage: wlanSet isolate [0|1]

cmd>wlanSet isolate 1
Old Wireless Client Isolation: Disable
New Wireless Client Isolation (after reset): Enable

(Please remember to reset the Access Point if you made any change).

11.

The “hidessid” action can enable/disable the “Hide SSID in
beacon frame” function.

0: Disable

1: Enable
Usage: wlanSet hidessid [0|1]

cmd>wlanSet hidessid 1
Old Hide SSID: Disable
New Hide SSID (after reset): Enable

(Please remember to reset the Access Point if you made any change).
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12.

The “block” action can enable/disable the "Block responds
to Unspecified-SSID” function.
0: Disable
1: Enable
Usage: wlanSet block [0]1]

cmd>wlanSet block O
Old Block Responds to 'Unspecified-SSID": Enable
New Block Responds to 'Unspecified-SSID' (after reset): Disable

(Please remember to reset the Access Point if you made any change).

13.

The “power” action can change the power level 0:Original, 1:

100mW, 2: 50mw, 3: 20mwW
0:Original
1: 100mW
2: 50mw
3: 20mwW
Usage: wlanSet power [0]1|2]3]
If plug off the cable of LAN interface,

cmd>wlanSet power 2
Old Power Level: MAX(original)
New Power Level (after reset): 50mwW

(Please remember to reset the Access Point if you made any change).
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14. The “aplink” action can change the AP Link Completeness.
If enable this function, the WLAN interface will be disabled
when plug off the cable of LAN interface,

0: Disable
1: Enable
Usage: wlanSet aplink [0]1]

cmd>wlanSet aplink 1
Old AP Link Completeness: Disable
New AP Link Completeness (after reset): Enable

(Please remember to reset the Access Point if you made any change).
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15. The “authalgo” action can change the authentication
algorithm.

1: Shared key

2: Open system

3: Auto

Usage: wlanSet authalgo [1|2|3]

Welcome to Telnet Daemon v1.01

cmd>wlanSet authalgo

Current Authentication algorithm: Open System

cmd>wlanSet authalgo 3

Old Authentication algorithm: Open System

New Authentication algorithm (after reset): Auto

(Please remember to reset the Access Point if you made any change).

cmd>
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5.5 Configuring LAN through Telnet

The command “lanSet” can configure the LAN part. Type

“lanSet” and the action you want to perform. You need to know

actions for the LAN setting.
Usage: lanSet [ACTION] [argl] [arg2] ....

ACTION Description Usage
ip Change the LANs [LanSet ip [IP] [mask]
IP and mask
gateway Change the AP IP, [lanSet gateway
mask, Gateway, [gateway]
DHCP
dhcp Change the DHCP [lanSet dhcp
server setting. ['disable’|start ip]
[end ip] [lease time]
[domain name]
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1. The "ip” action can change the LAN's IP address and Subnet
Mask.
Usage: lanSet ip [IP] [mask]

Example:

cmd>lanSet ip 192.168.3.1 255.255.255.0
argc 3, ip [192.168.3.1] mask [255.255.255.0]

(Please remember to reset the Access Point if you made any change).

2. The “gateway” action can set the network’s gateway.
Usage: lanSet gateway [gateway IP]

Example:

cmd>lanSet gateway 192.168.3.47
Change gateway success.
(Please remember to reset the Access Point if you made any change).

cmd>

3. The “dhcp” action can change the dhcp server setting.
Usage: lanSet dhcp ['disable’ | start ip] [end ip] [lease time]

[domain name]
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‘disable’|start ip disable: to disable the
DHCP server function
start ip: the start IP address

of the IP pool

end ip The ending IP address of
the IP pool

lease time: The period client |0: Half hour, 1: One hour, 2:
can have the IP address Two hours, 3:Half day, 4:
assigned by DHCP server. One day, 5: Two days, 6:
One week, 7:Two weeks 8:

Forever

domain name: the domain

name (needed by some

applications)

Usage: To disable the dhcp server, type: lanSet dhcp 'disable’
To enable the dhcp server, type:
lanSet dhcp ['disable’ | start ip] [end ip] [lease time]

[domain name]
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Example:

cmd>lanSet dhcp disable
disable the DHCP server
(Please remember to reset the Access Point if you made any change).

cmd>

cmd>lanSet dhcp 55 66 1 domainname
LAN set DHCP ok!
(Please remember to reset the Access Point if you made any change).

cmd>
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5.6 Configuring System through Telnet

The command “sysSet” can change the settings of system,
including time and administrator settings. Type “sysSet” and
the action you want to perform. You need to know actions for
filter setting.

Usage: sysSet [ACTION] [argl][arg2].....

ACTION Description Usage

passwd Change the sysSet passwd
password.

idletime Change the sysSet idletime [idle
IdleTimeOut. time (mins)]

remote Change the sysSet remote
Remote [0]1][IP]
Management status

fwupgrade firmware upgrade. [sysSet fwupgrade
[IP] [file]
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ACTION Description Usage
setdefault Set to default sysSet setdefault
system
configuration.
reset reset the system. |sysSet reset
sntppoll Change the SNTP |sysSet sntppoll
polling time
sntp Change the SNTP |sysSet sntp [0]1]
setting [1P]
sntpchangeip Change a SNTP sysSet

server's IP.

sntpchangeip
[INDEX] [IP], index:
1-4
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1. The “passwd” action can change the system
password.

Usage: sysSet passwd

Example:

Welcome to Telnet Daemon v1.01
cmd>sysSet passwd

***x% Change password ****

Please enter current password:
Please enter new password: ****
Please re-enter new password: ****
New password is set

cmd>

2. The “idletime” action can change the system idle time out.

Usage: sysSet idletime [idle time(min)]

cmd>sysSet idletime 98
New Idle time value out is 98 min(s)
(Please remember to reset the Access Point if you made any change).

cmd>
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3. The “remote” action can enable or disable the remote
management function. You can enter the IP address of the
remote manager.
Usage: sysSet remote [0]|1] [IP of remote manager]
0: disable
1: enable

Example:

cmd>sysSet remote

Current Remote Management status: Disabled

cmd>sysSet remote 1 192.168.3.25

New Remote Management status: Enabled

(Please remember to reset the Access Point if you made any change).

cmd>
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6. The "fwupgrade” action can do the firmware upgrade.
Usage: sysSet fwupgrade [IP] [file]

Example:

Welcome to Telnet Daemon v1.01

cmd>sysSet fwupgrade 192.168.3.20 application.dlIf

Current Firmware Version: 1.00.4431

Firmware Date: 2003.01.02

TFTP download start

TFTP download successed

(Please remember to reset the Access Point if you made any change).

cmd>

7. The “setdefault” action can reset system to factory
default configuration. This command is the same as
the “Restore Factory Default Configuration” function of
the Web-Based utility.

Usage: sysSet setdefault

Example:

Welcome to Telnet Daemon v1.01
cmd>sysSet setdefault
Load default system configuration

Load default system configuration finished
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Note: You have to reset system to let this change effective.

8. The “reset” action can reboot the system and refresh
the AP’s connection.

Usage: sysSet reset

9. The “sntppoll” action can change the SNTP pooling
time.
Usage: sysSet sntppoll [polling time(sec)]

Example:

cmd>sysSet sntppoll
Current SNTP polling time value is 86400 second(s)

cmd>

Welcome to Telnet Daemon v1.01

cmd>sysSet sntppoll 11000

New SNTP polling time value is 11000 second(s)
(Please remember to reset the Access Point if you

made any change).
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10. The “sntp” action can change SNTP function and set
SNTP server.
Usage: sntp [0]|1] [IP]
0: Disable
1: Enable

Example:

cmd>sysSet sntp O

New SNTP status: Disabled

(Please remember to reset the Access Point if you made any change).
cmd>sysSet sntp 1 192.168.3.20

New SNTP configuration

Usage: sntp [0]1] [IP], O:disable, 1:enable

Status: Enable

Polling time: 86400 seconds
Server #1's |P: 192.168.3.20
Server #2's IP: 0.0.0.0
Server #3's IP: 0.0.0.0
Server #4's IP: 0.0.0.0

(Please remember to reset the Access Point if you made any change).
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11. The “sntpchangeip” action can change SNTP server's
IP.
Usage: sntpchangeip [Index] [sntp server's IP]
index: 0-4

Example:

cmd>sysSet sntpchangeip 1 192.168.3.25

New setting:

---==== SNTP configuration ===---

Status: Enable

Polling time: 86400 seconds

Server #1's IP: 192.168.3.25

Server #2's IP: 0.0.0.0

Server #3's IP: 0.0.0.0

Server #4's IP: 0.0.0.0

(Please remember to reset the Access Point if you made any change).

cmd>
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5.7 Configuring Filtering through Telnet

The command “filterSet” can change the settings of MAC
filtering and IP filtering. Type “filterSet” and the action you want
to perform. You need to know actions for filter setting.

Usage: filterSet [ACTION] [arg1][arg2].....

ACTION Description Usage

macshow Show the MAC filterSet macshow

filtering setting.

mac Change the MAC filterSet mac ....

address filtering.

ip Show the IP filtering [filterSetip ....

setting.

ipdaytime Change the daytime |[filterSet ipdaytime
part

ipstatus Enable or Disable filterSet ipstatus
the IP filtering

function.
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1. The "macshow” action shows the filtering type and
MAC address table of MAC filtering.

Usage:

filterSet macshow

cmd>filterSet macshow

Filtering type: Disabled (Any station can access)

ltem MAC Select

1 00:02:6f:01:c0:3f Unselect
2 00:00:00:00:00:00 Unselect
3 00:00:00:00:00:00 Unselect
4 00:00:00:00:00:00 Unselect
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2. “mac” action can change the settings of MAC address
filtering. You can change filtering type. You can

select ,unselect or clear those MAC address item.

Description Usage

Set filtering type to filterSet mac disable
'disable’

Set filtering type to filterSet mac include
‘include’

Set filtering type to filterSet mac exclude
‘exclude’

Set mac address filterSet mac setmac [index]

[MAC address]

index: 1...1291632,
MAC address format :
00-00-01-02-03-04-05

Select a mac address filterSet mac select [index]

index: 1...64

Unselect a mac address |filterSet mac unselect [index]

index: 1...64

Clear a mac address filterSet mac clear [index]

index: 1...64

Clear all mac addresses |filterSet mac clearall
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3. The “ip” action can set the IP and port to be block. You
can set the protocol type to be block.

Usage: filterSet ip [Index] [Start IP] [End IP] [Start port]
[End port] [Protocol]

index: the (index)th itemto |index:1..8

be modified

Start IP the last byte of the Start IP
End IP the last byte of the End IP

Start port the first port being blocked
End port the last port being blocked
Protocol: the protocol type |[Type “tcp” or “udp”

Example:

cmd>filterSet ip 2 45 78 21 21 udp
Set to index 2 Source IP Start: 45 Source IP end: 78
PortStart 21 PortEnd 21 pro

tocol 2

87



4. The “ipdaytime” can set the day and time to block the IP

address.

Usage: filterSet ipdaytime index [Start day] [End day]

[Start hour] [End hour]

Example: filterSet ipdaytime 1 MON FRI 9am 6pm

Argument Description

Usage

index: the (index)th item to

be modified

index:1..8

Start day: the day start to

SUN, MON, TUE, WED,

block THU, FRI, SAT
End day: the day stop to SUN, MON, TUE, WED,
block THU, FRI, SAT

Start hour: the time start to

block

Oam, lam, 2am, 3am, 4am,
5am, 6am, 7am, 8am, 9am,
10am,1lam, 12am, 1pm,
2pm, 3pm, 4pm, 5pm, 6pm,
7pm, 8pm, 9pm,10pm, 11pm

End hour: the time stop to
block

Oam, lam, 2am, 3am, 4am,
5am, 6am, 7am, 8am, 9am,
10am 1lam, 12am, 1pm,
2pm, 3pm, 4pm, 5pm, 6pm,
7pm, 8pm, 9pm,10pm, 11pm
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5. The “ipstatus” action can enable and disable the IP filtering
function.

Usage: filterSet ipstatus [index] [status]

Example: filterSet ipstatus 1 2
index: the (index)th itemto |index:1..8

be modified

status 0: disable, 1:enable,
2:always block, 3:block on

time

Note: If you choose 3 (block on time) for status, you have

to indicate the day and time by using the “ipdaytime” action.
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5.8 Configuring SNMP through Telnet

The command “snmpSet” can change the settings of SNMP.
Type “snmpSet” and the action you want to perform. You need
to know actions for snmp setting.

Usage: snmpSet [ACTION] [argl] [arg2].....

ACTION Description Usage

comstatus  [Enable or disable [snmpSet comstatus
the SNMP [0]1]

community function

community |Change the SNMP |snmpSet community
community setting. |[index] [access right]

[community][validatiy]

trap Change the SNMP [snmpSet trap [index]

trap setting. [version] [IP]

[community]
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1. The “comstatus” action can enable or disable the

community status.

Usage: snmpSet comstatus [0]1]

0: Disable
1: Enable

2. The “community” action can change the settings of SNMP

community.

Usage: snmpSet community [item] [Access Right]

[Community] [Validity]

item

item:1..5

Access Right: Select a access
right for the corresponding

SNMP community

Type “deny”, “read”, “write”,
“creat€’ for different access

right

Validity: enable or disable the
SNMP function of the
corresponding community

item.

O:disable, 1:enable
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Example:

Welcome to Telnet Daemon v1.01
cmd>snmpSet community 1 read public 1
SNMP community set ok.

(Please remember to reset the Access Point if you made any change).

3. The “trap” action can change the settings of SNMP trap.

Usage: snmpSet trap [item] [version] [ip] [community]

item item:1..5

Version: the version of SNMP [0O:disable, 1: Version 1, 2:

Version 2

Example:

cmd>snmpSet trap 3 2 192.168.1.1 public
SNMP trap set ok.

(Please remember to reset the Access Point if you made any change).
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5.9 Configuring 802.1x through Telnet

The command “8021xSet” can change the settings of 802.1x.

Type “8021xSet” and the action you want to perform. You need

to know actions for 802.1x setting.
Usage: 802.1xSet [ACTION] [arg1] [arg2] .....

ACTION Description Usage
authtype [Change 802.1x 8021xSet authtype
authentication type. [none|md5|tis|ttls]
authtime |[Change 802.1x 8021xSet authtime
authentication time. [time]time: 100 ~ 255
rekeytime |Change 802.1x dynamic [(8021xSet rekeytime
WEP key re-key time. [time] time: 100...
dymkey |Change 802.1x dynamic [8021xSet dymkey
WEP status [0]1]0:disable, 1:enable
primrad Change the Primary 8021xSet primrad [IP]
Radius Server setting. [Port] [Shared secrect]
secrad Change the Secondary |8021xSet secrad [IP]

Radius Server setting.
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1. The “authtype” action can change the type of EAP.
Usage: 8021xSet authtype [none|md5|tis|ttls]
none: disable the 802.1x function
md5: EAP-MD5
tls: EAP-TLS
ttls: EAP-TTLS

cmd>8021xSet authtype md5

Current Authentication type is EAP_TLS

Warning: Since 802.1x dynamic key can only be used with TLS or TTLS,
the dynamic key setting is set to disabled

New Current Authentication type is EAP_MD5

(Please remember to reset the Access Point if you made any change).

Note: If you choose MD5 or NONE with dynamic WEP key
enabled, the dynamic WEP key will automatically set to disable
after reset.

Note: If you choose TLS or TTLS for EAP type, you will not be
able to change the authentication type of WEP key to “Shared

key” or “ Auto”.
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The “authtime” action can change the time period that AP
informs clients to re-authenticate.
Usage: 8021xSet authtime [time]

The unit of time is second and the range is 100~255 sec

cmd>8021xSet authtime 200
Old Reauthentication Time: 100(seconds)
New Reauthentication Time(after reset): 200(seconds)

(Please remember to reset the Access Point if you made any change).

The “rekeytime” action can change the re-key time of
dynamic WEP key.

Usage: 8021xSet rekeytime [time]

The unit of re-key time is seconds and the range is equal to

or bigger than 100 (seconds)

cmd>8021xSet rekeytime 200

Old Dyanmic WEP key re-keying Time: 100(seconds)

New Dyanmic WEP key re-keying Time(after reset): 200(seconds)
(Please remember to reset the Access Point if you made any change).

cmd>
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The “dymkey” action can enable or disable the dynamic
WEP key.

Usage: 8021xSet dymkey [0]1]

0: disable

1: enable

Note: If the authentication type is NONE or MD5, you will
not be able to enable the dynamic WEP key.

Note: After enabling the dynamic WEP key, the
authentication type of WEP key will automatically change to
“Open System” and the default key will automatically

change to 3.

cmd>8021xSet dymkey 1
Old Dyanmic WEP key status: Disabled
New Dyanmic WEP key status: Enabled

(Please remember to reset the Access Point if you made any change).
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5. The “primrad” action can change the settings of primary
Radius Server, including IP address, port number, and
shared secret key.

Usage: 8021xSet primrad [IP] [Port] [Shared secrect]

Welcome to Telnet Daenon v1.01

cmd>8021xSet primrad 192.170.1.2 1812 chair

Old: Primary Radius server IP: 192.170.1.1, Port 1812, shared secrect hello
New: Primary Radius server IP: 192.170.1.2, Port 1812, shared secrect chair
(Please remember to reset the Access Point if you made any change).

cmd>

6. The “secrad” action can change the settings of backup
Radius Server.
Usage: 8021xSet secrad [IP] [Port] [Shared secret]

Welcome to Telnet Daemon v1.01

cmd>8021xSet secrad 192.170.1.66 1813 book

Old: Secondary Radius server IP: 192.170.1.1, Port 1812, shared secrect hello
New: Secondary Radius server IP: 192.170.1.66, Port 1813, shared secrect
book

(Please remember to reset the Access Point if you made any change).
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5.10 Upgrading Firmware through Telnet

If problem happens during firmware upgrading (e.g..
Power off abnormally), the AP may not work normally. If this is
the case, the AP will start a Telnet Daemon on the LAN interface.
After that, user can telnet to the AP and make a firmware
upgrade using TFTP method. By doing so, user can make AP

works again.

1. You will see the warning message shown as below:

Verifying product code......FAIL

*kkkk WAR N |N G *kkkk

Need to reprogram the Flash. Telnet init

Enter into daemon : Telnet listen Port 23
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2. Connect the managed computer and the AP’s LAN port

with an Ethernet cable.

3. Telnet to the AP. Make sure the AP’s IP Address is the one

when problem happened.

*kkkk WARNING *kkkk
Need to reprogram the Flash!

User Name :

4. Type the fixed User Name and Password ( User Name:
root / Password: tftp ) to enter the telnet

session.

*kkkk WARNING *kkkk
Need to reprogram the Flash!
User Name : root

User Password : tftp
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5. Type help to list all command.

cmd>help

Command Line Interface v 1.0

time : Get current system time.
Usage: time
help . List all commands.
Usage: help
tftp : tftp download.
Usage: tftp [IP] [file]
ipConfig : Configure interface address and subnet mask.
Usage: ipConfig [ifname] [ip] [subnet mask]
ifShow : Dispaly network interface.
Usage: ifShow <ifname>
reset : reset the system.
Usage: reset
ping : Ping a host..

Usage: ping [ip] [ms]
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6. On the managed computer, run the TFTP Server utility.
Make sure to specify the folder in which the firmware files

reside.

7. To perform the firmware upgrade, use tftp command.
Usage: tftp [IP Address] [ File Name]

Welcome to Telnet Daemon v1.00
cmd>tftp 192.168.1.20 application.dlIf

/
/

IP address of TFTP Firmware file name

8. After downloading successfully, the AP will be reset and start
running normally.

Telnet session will be closed after downloading successfully.

Welcome to Telnet Daemon v1.00
cmd>tftp 192.168.1.20 application.dlf
TFTP download start

TFTP download succeed

cmd>
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6. The Changed History

Old New
Date Subject/Comment
Version | Version
12/16/02 N/A V1.0
12/16/02| WEP(auto), FW upgrade V1.0 V1.01
through telnet

1/03/02 | Telnet V101 | V1.02
1/06/03 V1.02 | V1.03
1/07/03 | correction V1.03 | V1.04
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